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• Turn SFT into propositional logic formula

• Encode as a binary decision diagram

• Calculate minimal cut sets, MTTF, reliability and sensitivity using BDDs
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Storm-DFT computes MCSs faster than XFTA and SCRAM for large SFTs 

all run times in seconds 
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• Their simplicity

• simple to comprehend and analyse

• too simple to model realistic scenarios


• Lack of common dependability patterns

• spare management

• functional dependencies (e.g., common-cause failures)

• redundancies


• Static behaviour

• no temporal orderings of faults

• top-level event only depends on set of failed events

Many variants:  
state-event fault trees, boolean-logic driven Markov processes, 

SD fault trees, PANDORA fault trees, Dugan’s dynamic fault trees 
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2000 IEEE Reliability Society Award
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• Minimal cut set analysis not applicable

• generalisation to cut sequences insufficient

• the behaviour of a DFT is history-dependent


• Analysis by generating stochastic (decision) process 

• continuous-time Markov chains/decision processes

• other approaches: via Bayesian networks, Petri nets


• Use Markov chain analysis to obtain measures


„The construction of a Markov model for any but the 

simplest system is tedious and error prone.“ 


[Dugan et al., 1992]
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λ=0.1 λ=0.5
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BA

X

✓ Unreliability within 1 time unit

✓ DFTCalc         0.0175

✓ Storm              0.3935


✓ Different semantics for failure propagation


✓ Semantic issues when combining gates

Simultaneous failures in 
priority gates

SPARE races

Nested SPARE gates
Combining SEQ and FDEP

Expressing gates with other gates

[Coppit et al., 2000] & [Junges et al., 2016]
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• Compositional mapping of DFTs onto GSPNs


• Correctness 

• net semantics is equivalent to (intuitive) event trace semantics 


• Petri net properties

• the size of the net is linear in the size of the DFT

• the resulting nets are bounded


• Our Petri net framework covers all existing DFT semantics

• differences are in the priority assignment

• spare races are non-deterministic or probabilistic
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These are all myths. Scalable and fully automated DFT analysis is possible. 
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[Manian et al., 1999]
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[Manian et al., 1999]
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[Manian et al., 1999]
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Fictitious system DFT

„[The example was created to] make the 
corresponding Markov chain of this tree 

drastically large and practically impossible 
to solve without resorting to simplifying 
assumptions and/or approximations“


[Boudali & Dugan 2005]

Naive state-space generation

✓ 66,001 states


✓ Analysis in 1.073 seconds

Exact result

Optimised state-space generation

✓ 514 states


✓ Analysis in 0.015 seconds
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• Don’t Care [Bouissou, Bon, 2003] for BDMP, [Yevkin, 2016]


• exact status of element is irrelevant for further analysis


• e.g., fail-safe, completely failed, etc.


• Symmetries [Bobbio, Codetta-Raiteri, 2004]


• present through redundancies


• merge states which are symmetric


• Modularisation [Gulati, Dugan, 1997]

• analyse sub-parts independently


• Eliminate spurious non-determinism

• Rewrite (simplify) DFTs before analysis 


• Partial state-space generation

All these techniques were revised, improved and extended.

T

E P

A B C D

α β γ δX

T

E P

A B C D

α α γ δ

=

T

E P

A B C D

α β γ δ
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 [Junges et al., FAC 2017]
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• Context-sensitive rewrite rules


• Interpreted as graph rewriting rules


• Catalogue of 29 rewrite rules 

• flattening of AND, OR and PAND

• removal of conflicting PAND gates

• pushing up OR and AND gates


• Correctness

• 22 rules were proven correct using HOL4

• 1,500 lines of code and about 80 hours effort

• no formalisation of SPARE and FDEP 


 [Elderhalli et al., SEFM 2019]
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✓ Public FFORT benchmark suite


✓ Unreliability and MTTF


✓ 369 benchmarks


✓ Comparison to 


✓ DFTRes (2020, simulation)


✓ DFTCalc (2013, compositional)


✓ 2.1 GHz, 16 GB RAM


✓ Error bound: 10-4

Storm solves more benchmarks in 1 second than others in 1 hour 

https://dftbenchmarks.utwente.nl/
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 [Volk, Junges, K., IEEE TII 2018]
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The combination of all optimization techniques pays off
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 [Basgöze et al., NASA FM 2022]

analyse optimised

state-space obtain BDD

analyse as SFT



CONFEST 2023

Experiments: DFTs with Static Parts

Joost-Pieter Katoen 

60

Outperforms Markov chain analysis and modularisation 

after modularisation

all run times in seconds 

 [Basgöze et al., NASA FM 2022]
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 [Weik et al., STTT 2022]
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train path must be set to run train

field elements must be operational and in correct position
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route set 1

Station

route set n

route 1 route 2

train path 1train path 2 train path 3
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Other field elements


✓ Slip switch


✓ modeled as two 
switches


✓ Crossing


✓ Track clearance detection

✓ permanent and 

transient failure


✓ Signal

Failure rates


✓ Switches


✓ data from UK railway network


✓ failure types:

✓ Actuation


✓ Control/Power


✓ Detection


✓ Locking


✓ Permanent Way


✓Other field elements

✓ use data from NL, N, etc.



Joost-Pieter Katoen CONFEST 2023

Criticality Assessment of Railway Infrastructures

67

automatically 

generated 

automatically 

generated 
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Criticality of Mönchengladbach Hbf
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Birnbaum importance index for switch branches 
Mönchengladbach Hbf

 [Weik et al., STTT 2022]

It
v =

∂𝖴𝗇𝗋𝖾𝗅𝗂𝖺𝖻𝗂𝗅𝗂𝗍𝗒t
𝖳𝖫𝖤

∂𝖴𝗇𝗋𝖾𝗅𝗂𝖺𝖻𝗂𝗅𝗂𝗍𝗒t
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 [Ghadhab et al., RESS 2019]



CONFEST 2023

Functional Safety Blocks

Joost-Pieter Katoen 

71



CONFEST 2023

Sample Car Architectures

Joost-Pieter Katoen 

72



Joost-Pieter Katoen CONFEST 2023

Autonomous Vehicle Guidance

73

Software

Hardware
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Sensitivity System integrity

after degradation

 [Ghadhab et al., RESS 2019]
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NPPS Benchmark

• Nuclear Reactor managed by EDF – largest energy provider in France 
• EDF challenged world reliability community to:

◦ Faithfully model  “Emergency Power Supply” and verify metrics like reliability, MTTF, etc.
• It is a highly complex and safety-critical system

◦ Multiple power sources (high redundancy)
◦ Large difference between failure rates of components 
◦ Components may fail:

▪ Due to common cause failures (CCF)
▪ While providing some functionality, e.g., generators fail while operating

▪ When they are demanded for some service (on-demand failure)
◦ Circular dependencies of components

◦ Multi-directional interactions of components

 [Bouissou, MARS 2017]
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 [Bouissou, MARS 2017]

busbar busbar

turbine

generator

diesel

generator busbar

redundant power sources

transformertransformer

reconfiguration
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DFT Model of NPPS  [Khan et al., PRDC 2019]

200 elements of which 25% are dynamic gates
BEs:	107
Static	gates:
• AND:	2

• OR:	36


Dynamic	gates:
• PAND:	5

• SPARE:	8

• PDEP/FDEP:	40

• SEQ:	2

cannot be adequately modelled by static fault trees

We were able to solve  
this industrial challenge in 14s
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SAFEST: Static And dynamic Fault trEe analySis Tool

AnalysisModelling

https://www.safest.dgbtek.com
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Graphical fault tree 
editor

01Modelling
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Modelling
SysML 2.0 to DFT02
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Modelling
Interactive Simulation03
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Translate

AnalysisMetric

Markov 
modelDFT

ResultSystem

Probabilistic model checking04 Analysis
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AnalysisModularisation05
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AnalysisBounded approximation06
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• DFT rewriting +
• Slim state-space generation +
• Tailored Markov chain model checking

• Analysis of the largest dynamic fault trees ever

• Metrics beyond standard reliability measures

• Full automation: Storm-DFT --> SAFEST 

• Validated by various industrial case studies

What?

How?

Try it out We applied this principle also 

to BDMPs, an EDF fault tree dialect
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• Semantic Intricacies of DFTs                                             [Junges et al, DSN 2016]

• Simplifying DFTs by Graph Rewriting                  [Junges et al, Form. Asp. Comp., 2017]

• Fast DFT Analysis by Model Checking                  [Volk et al, IEEE Trans. Ind. Inf, 2018]

• One Net Fits All: Unifying Semantics of DFTs                    [Volk et al, Petri Nets 2018]

• Analysing DFTs with Static Parts                                           [Basgöze et al, NFM 2022]

• Railway Station Areas Application                                    [Weik et al, STTT 2022/FMICS 2019]

• Autonomous Car Application                           [Ghadhab et al, Reliab. Eng. Syst. Saf. 2019]

• Reliability Analysis of EDF’s Fault Trees                 [Khan et al, DSN 2021/IEEE TDSC 2023]

• SAFEST: Static and Dynamic Fault Tree Aanalysis Tool           [Volk et al., ESREL 2023]
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